DNP3 – Select and Operate Commands

Appendix A.6

	1. Read

	2. Write
3. Select

4. Operate

	6. Direct Operate with no Ack (limited)

	8. Direct Freeze with no Ack (limited)

	129. Response

	130. Unsolicited. (Slave Driver can parse these messages.)


Appendix A.10

	Function
	Value for dnpFunction
	Client Supports
	Server Supports

	Confirm
	0
	Yes
	Yes

	Read
	1
	Yes
	Yes

	Write
	2
	Yes
	Yes

	Select
	3
	Yes(Note3)
	Yes(Note3)

	Operate
	4
	Yes(Note3)
	Yes(Note3)

	Direct Operate
	5
	Yes(Note3)
	Yes(Note3)

	Direct Operation with no Ack
	6
	Yes(Note3)
	Yes(Note3)

	Immediate freeze
	7
	
	

	Immediate freeze with no Ack
	8
	Limited*
	

	Freeze Clear
	9
	
	

	Freeze Clear with no Ack
	10
	Limited*
	

	Freeze Time
	11
	
	

	Freeze Time with No Ack
	12
	
	

	Cold Restart
	13
	
	

	Warm Restart
	14
	
	

	Delay Measurement
	23
	Yes
	Yes


When the Function #23 (Delay Measurement) is used the following two notes apply:

1. When the driver is configured as a Client, the configuration must also specify the dnpDataType  parameter set to Object 52 (Time Delay Objects) and the dnpDataVari parameter to variation 2 (Time Delay Fine ). The driver reads the single object from the Server.  The address parameter is ignored.

2. When the driver is configured to serve a response to a poll with application function #23 then the configuration must have a Server Map Descriptor with dnpDataType  parameter set to Object 52 (Time Delay Objects) and dnpDataVari parameter set to variation 2 (Time Delay Fine ). The address parameter is ignored as the poll is for a single object. The driver responds by serving data from the Data Array element specified on the Server Map Descriptor – most DNP3 rtu devices respond by reporting the number of milliseconds between receiving the 1st bit of the poll and sending the 1st bit of the response.

Select and Operate

3. There are limitation to the select and operate functionality. Read more about what is supported in section Appendix a.18

Appendix a.18 -Select and Operate (new appendix)

As a Client

The DNP3 Driver client can send select, operate and direct operate messages to a server device. The commands can be sent to Analog Output Blocks, Relay Control Blocks and Pattern Control Blocks. The responses from these commands contain status information on whether the command was accepted or rejected. The driver can store this status information so that is it available to another protocol.
When using these commands understand that the driver is not a DNP3 device but rather is intended to transfer data from one protocol to another. For example, the driver can send the select command but will not resend the select command is an operate command failed because the select arm timer had expired. The driver does not understand the context of these commands. Another example, is when you send an operate command to a control relay. The driver sends the relay a block of data that is extracted from a Data Array. It is contents of this block that tell the relay what to do. Because the driver doesn’t understand the command but simply sends a block of data it is your responsibility to ensure the block of data has been formatted correctly.

The driver does not check the echoed data objects contained in the response. The DNP3 specification requires that a DNP3 device should.
Analog Output Block

Depending on the variation selected the driver sends a 16 or 32 bit signed value with a status byte (Status byte sent is always equal to zero).

If the active MD used to send a select or operate command has the DA_Float_Name parameter specified with the Name of a Data Array then the driver stores the status byte extracted from the response message and stores in this secondary Data Array at the same offset specified with “Data_Array_Offset” parameter.

Control Relay Block (Object=12)

5 Fields are sent with the command to operate such an object. They are :

· The control code field indicates the control function to perform. The applicability of this code will depend on the type of hardware used in the end device.

· The count field indicates the number of times that the control operation should be performed in succession.

· The on-time field specifies the amount of time the digital output is to be turned on (may not apply to all control types).

· The off-time field specifies the amount of time the digital output is to be turned off (may not apply to all control types).

· A Status Byte which is always sent with a value of zero.

By default the driver grabs one item from the Data Array specified on the MD. It uses this value for the control code, sets the count field to 1 and sets the time and status fields to zero.

You can override this default behaviour. If the “dnpSubType” is specified with a value of “Combo” then the driver will extract 4 consectuve values from the Data Array specified on the MD.  They are used to complete the ‘Control Code’, ‘Count’ , ‘On-Time’ and ‘Off-Time’ fields in the message.

If the active MD used to send a select or operate command has the “DA_Float_Name” parameter specified with the Name of a Data Array then the driver stores the status byte extracted from the response message and stores in this secondary Data Array at the same offset specified with “Data_Array_Offset” parameter. If the “DA_Bit_Name” parameter is specified then the driver stores the control code as extracted from the response and of the “DA_Byte_Name” is specified then the driver stores the count field, extracted from the response.
Pattern Control Block
Object 12 variation 2 & 3 are not supported by the driver.

As a Server
The DNP3 Driver server can accept and process select and operate commands sent by a remote client.  There are limitation. They are discussed in the notes below. 

The commands can be sent to Analog Output Blocks, Relay Control Blocks and Pattern Control Blocks. The driver executes or rejects the commands on these data objects, sending back a response which contains an echo of the poll but with the status byte of each data object modified to report the success or failure.

The driver is intended to transfer data from one protocol to another. The driver does not make the FieldServer behave like a typical DNP3 device such as a protective relay. For these reasons the driver cannot implement all the actions implied by the select and operate commands. For example: The driver cannot queue commands. The driver can use the on  and off time fields. The driver only understands the ‘Latch On and “Latch Off’ command codes. The driver cannot understand the attribute bits of the control code field such as the clear and reset attribute flags.

All Commands

When one of the select, operate and direct operate commands are received the driver, acting as a server, sends a response which contains internal indication status bytes as well as en echo of the data objects being command. Each data object that can be command with one of the commands has a status byte field trailing the block of data send with the object. The server modifies the status byte that is echoed back.

The driver can 4 possible status bytes responses.

0 = Command Accepted

2 = Command Rejected because object was not previously selected.

4 = Command Rejected because the command code is not supported by the driver.

6 = Command Rejected, Hardware problem. The driver sends this response when the driver is not able to process the command correctly. It does not mean that the FieldServer hardware is malfunctioning.

The Select Command

Used to select data objects for an ‘Operate’ Command. If possible the driver marks data objects as selected when the select command is received. If not possible then the driver assumes the objects are selected at all times. Many DNP3 devices implement an ‘Arm’ timer that clears the select flag when it times out. This driver does not implement this timer. Rather, the driver expects some remote device using another protocol to implement the ‘Arm’ timer is it so requires. The remote device can clear the select flag by writing a zero to the Data Array element at any time.

If the Server MD used to define the server data object to be selected / operated has the “DA_Bit_Name” parameter specified then the driver uses this Data Array location to set the select flag by setting the value to ‘1’. If the 2ndary Data Array is not specified then the select command is accepted and the point is considered to be permanently selected.

The driver sends responses with the status byte modified to report the success / failure of the command.

The Operate Command

Once selected, data objects can be operated. If the 2ndary Data Array is not specified using the “DA_Bit_Name” parameter then the point is considered to be permanently  selected. Otherwise the driver looks in the Data Array and if the value is non-zero the point is considered to be selected and the operation can proceed. If the point had not previously been selected then the driver rejects the command. 

The driver supports the following Control Codes
	Code
	Operation
	Supported

	0
	Null
	No

	1
	Pulse On
	No

	2
	Pulse Off
	No

	3
	Latch On
	Yes

	4
	Latch Off
	Yes

	5-15
	Undefined
	N/A


The ‘Direct Operate’ and ‘Direct Operate with No Acknowledgement’ Commands

The driver does not check if the data object had previously been selected. The supported Control Codes are described above.

Analog Output Block

When a ‘Select’ command is received the driver sets the select flag in a 2ndary Data Array defined by the “DA_Bit_Name” parameter , if available. When any of the operate commands are received the driver stores the value sent witht he command in the Data Array defined on the MD.

Control Relay Block (Object=12)

If the Control Code is supported the driver does the required action.

The driver supports the following Control Codes

	Code
	Operation
	Supported

	0
	Null
	Not Supported

	1
	Pulse On
	Not Supported

	2
	Pulse Off
	Not Supported

	3
	Latch On
	Driver sets Data Array value to ‘1’

	4
	Latch Off
	Driver sets Data Array value to ‘0’

	5-15
	Undefined
	N/A


If 2ndary Data Array Storage is defined by the Map Descriptor then the following data can be stored too. If the “DA_Bit_Name” parameter is specified then the driver stores the control code as extracted from the command and if the “DA_Byte_Name” is specified then the driver stores the count field, extracted from the command message.

Pattern Control Block

Object 12 variation 2 & 3 are not supported by the driver.

